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Dream platform

Here you can find feature and API documentation how to use
the Dream platform when developing services that are
connected to the platform.

The platform is the basis which Dream services are
built on. From the platform these 3rd party services
have access to centrally managed features:


	User account database

	Single sign-on authentication

	Gadget desktop




Architecture

The Dream core platform has the following components:



	Dream UserDB
	UserDB API documentation, version 1




	Dream authentication service








	Dream Desktop
	Gadgets








	DreamWidget





As a whole the system looks like this:

[image: _images/dreamschool.png]



User database

User database is central place to handle everything
related to users, organisations, and permissions.

It provides SSO (single sign-on) and authentication.




Desktop

Most of the visible UI of the platform comes from
the gadget desktop.

Services can provide their own UIs in their own domains, but
they also can create gadgets that
are shown in the desktop.




Dream Widget

All services should use Dream Widget
in their web pages. This way the user has direct access to the
Dream platform services from all pages.
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Dream UserDB

The user database (hereafter UserDB) is the central place for user
account information, and permission management.



	UserDB API documentation, version 1
	Organisation
	/organisation/

	/organisation/<id>/





	Permission

	Role
	/role/

	/role/<id>/

	/role/organisation/<id>/





	Group
	/group/

	/group/<id>/

	/group/organisation/<id>/





	User
	/user/

	/user/<id>/

	/user/organisation/<id>/

	/user/role/<id>/

	/user/group/<id>/









	Dream authentication service
	SAML v2 Identity Provider

	Attributes

	Example config for SimpleSAMLphp
	metadata/saml20-idp-remote.php





	Registering your service
	Information from SimpleSAMLphp













Dream UserDB provides 3rd party services means to
identify, authenticate and authorize users in the Dream platform.

Each service can register service specific permissions to the UserDB.
These permissions are then handled in the UserDB and the 3rd party
service gets access to the permission data.

All services can authenticate all users, and it is the responsibility
of the service to check if the user should have access to the service
or not and what actions the user can do inside the service.

The service can use only data provided back in authentication requests
as attributes. Or the service can request access to the UserDB API to
query data directly from the database.

Users provisioning should be automatic when the user logs in to the
service for the first time. It is each services responsibility to handle
this the way the service sees best.


Registering new services

In order to access the UserDB your service needs to be registered to
the UserDB as a service.

The following information is needed:


	Name of the service

	Permissions your service is using to identify access levels



Contact Haltu for help in registration of your service.
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UserDB API documentation, version 1

The API endpoint is https://id.dreamschool.fi/api/1/
where 1 is the API version number.

Format is JSON when sending and receiving data. All string fields
can contain Unicode in UTF-8 format.


Note

It is possible that the API will change without version number
increase if the change does not break backwards compatibility.




Note

Unique identifier fields currently return only autoincremented
numbers (0-9), but it is good to be future compatible and think these
as strings if the implementation is switched to use UUID.




Organisation


	id

	string - Unique identifier

	name

	string - Human readable identifier used in URLs

	title

	string - Freeform title for the organisation



The organisation is the top level object type. It organizes the users
into logical groups. Object types role and group are tied to
the organisation.


/organisation/


	GET

	Returns all objects






/organisation/<id>/


	GET

	Returns one object by id.








Permission


	name

	string - Unique identifier for the permission



Permissions are global across all services. When new services
are registered to the system they need to define the
permissions they provide.

The identifier has three parts separated by dots.
Spaces are not allowed. First two dots are used by the UserDB
to split the string to three parts. The first part is used
by the UserDB to identify which service this permission object
belongs to. Last two parts are specified by the service. Last part
can contain additional dots.


	service

	Service name

	object

	Object type, or model name, or database table or anything similar

	action

	The action user is taking



User gains permissions from role objects.


Note

User Teppo belongs to organisation kasavuori and has role teacher in that
organisation. The role teacher, in kasavuori, has given permission
dscms.article.create_article. Now Teppo has permission to add new
articles in the CMS service to kasavuori website.






Role


	id

	string - Unique identifier

	name

	string - Human readable identifier used in URLs

	title

	string

	organisation

	object - Contains all fields specified in the organisation object

	permissions

	list of objects - Contains all fields specified in the permission object




/role/


	GET

	Returns all objects






/role/<id>/


	GET

	Returns one object by id.






/role/organisation/<id>/


	GET

	Returns all objects by organisation id.








Group


	id

	string - Unique identifier

	name

	string - Human readable identifier used in URLs

	title

	string

	organisation

	object - Contains all fields specified in the organisation` object




/group/


	GET

	Returns all objects






/group/<id>/


	GET

	Returns one object by id.






/group/organisation/<id>/


	GET

	Returns all objects by organisation id.








User


	id

	string - Unique identifier

	name

	string - Human readable identifier used in URLs

	username

	string - Username user uses to log in to the system

	first_name

	string - First name of the user

	last_name

	string - Last name of the user

	email

	string - Needs to be in proper email format

	phone_number

	string - Phone number format is specified by Zeecore

	locale

	string - User locale in the form fi_fi

	picture_url

	string - Needs to be proper URL

	theme_color

	string - In hex value, format RRGGBB

	roles

	list of objects - Contains all fields specified in the role object

	permissions

	list of objects - Contains all fields specified in the permission object

	organisations

	list of objects - Contains all fields specified in the organisation object

	groups

	list of objects - Contains all fields specified in the group object




Note

There are additional fields returned, but they are subject to change
without notice.




/user/


	GET

	Returns all objects






/user/<id>/


	GET

	Returns one object by id.

	PUT

	Updates fields in the object. Allowed fields are:
first_name, last_name, password, email, phone_number, theme_color, picture_url,
groups, roles, and organisations. Fields groups, roles, and organisations should
be list of unique identifiers.






/user/organisation/<id>/


	GET

	Returns all objects by organisation id.






/user/role/<id>/


	GET

	Returns all objects by role id.






/user/group/<id>/


	GET

	Returns all objects by group id.
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Dream authentication service

Dream authentication service provides 3rd party services the way to
identify, authenticate and authorize users in the Dream platform.

Each service can register service specific permissions to the UserDB.
These permissions are then provided to the service when user logs in
to the system.

All services can authenticate all users, and it is the responsibility
of the service to check if the user should have access to the service
or not and what actions the user can do inside the service.

The service can use only data provided back in authentication requests
as attributes. Or the service can request access to the UserDB API to
query data directly from the database.


SAML v2 Identity Provider


	SSO

	Single sign on service https://id.dreamschool.fi/saml/SSO/

	SLO

	Single log out service: https://id.dreamschool.fi/saml/SLO/

	Metadata

	https://id.dreamschool.fi/saml/metadata/



SLO can be initiated by using RelayState GET-parameter with SLO URL:
https://id.dreamschool.fi/saml/SLO/?RelayState=http://kasavuori.fi




Attributes

The SAML response has basic user information included.
List of available attributes:


	givenName

	“teppo”

	familyName

	“testaaja”

	name

	“testatep”

	organisations

	[“1”, “2”] (unique ids)

	roles

	[“1.1”, “2.1”] (unique ids)

	permissions

	[“dsuserdb.service.api”, “dscms.article.add”] (unique ids)

	locale

	“fi-fi”



Attributes can be present with the names listed above, or their absolute
object identifier format. For example givenName can be urn:oid:2.5.4.42.

All attributes are strings. Attribute name and items in
lists organisations, roles and permissions are unique.

Roles are in the format <organisation>.<role>.




Example config for SimpleSAMLphp


metadata/saml20-idp-remote.php

$metadata['id.dreamschool.fi'] = array (
  'entityid' => 'id.dreamschool.fi',
  'contacts' =>
  array (
  ),
  'metadata-set' => 'saml20-idp-remote',
  'SingleSignOnService' =>
  array (
    0 =>
    array (
      'Binding' => 'urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect',
      'Location' => 'https://id.dreamschool.fi/saml/SSO/',
    ),
  ),
  'SingleLogoutService' =>
  array (
    0 =>
    array (
      'Binding' => 'urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect',
      'Location' => 'https://id.dreamschool.fi/saml/SLO/',
    ),
  ),
  'ArtifactResolutionService' =>
  array (
  ),
  'keys' =>
  array (
    0 =>
    array (
      'encryption' => false,
      'signing' => true,
      'type' => 'X509Certificate',
      'X509Certificate' => '',
    ),
    1 =>
    array (
      'encryption' => true,
      'signing' => false,
      'type' => 'X509Certificate',
      'X509Certificate' => '',
    ),
  ),
);








Registering your service

When you want to use the IdP for single sign on in a Dream
service you need to provide your assertion consumer service and
single log out service endpoint URLs to us.

Contact Haltu for your service registration.


Information from SimpleSAMLphp

When using SimpleSAMLphp the information you need to provide looks
something like this:

$metadata['http://movies.dreamschool.fi/simplesaml/module.php/saml/sp/metadata.php/default-sp'] = array(
  'AssertionConsumerService' => 'http://movies.dreamschool.fi/simplesaml/module.php/saml/sp/saml2-acs.php/default-sp',
  'SingleLogoutService' => 'http://movies.dreamschool.fi/simplesaml/module.php/saml/sp/saml2-logout.php/default-sp',
);
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Dream Desktop

The desktop is a service in the core Dream platform.

It is a home for Gadgets and is usually the first
page the user sees or uses in the Dream Platform.



	Gadgets
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Gadgets

This document describes how to create gadgets for your service.

Gadget is basically an iframe which is shown in the Desktop.
User can enable or disable the gadgets she wants to use on her
desktop.

Each service can publish multiple gadgets for the user to use.
The gadget should be fairly simple and do only one thing. Then
the user can combine multiple gadgets the way she wants to use
them.

[image: desktop/gadget.png]

Visibility

Gadgets can be restricted to be visible only on certain
organisations or publicly to all users.




Design requirements

Take these requirements into consideration when you are designing
your gadgets.


The size

Gadgets live on a grid of 100x100 pixels and dimensions should be
multiples of this grid. All sizes are in grid units.

Gadget can have size restrictions:


	minimun size

	maximum size

	default size



If all three restrictions are the same then user cannot change the
size of the gadget.

Common sizes are 3 x 4 and 6 x 4 units.




Background and loading

The desktop backround can be any color. Design your gadget accordingly.
The gadget is visible on the desktop only after it has been completely
loaded, so no progress indicator is necessary.
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DreamWidget

DreamWidget is UI component for web pages which gives the user direct
access to core Dream platform services.

The integration can be made be adding this snippet to any web page:

<script type="text/javascript" src="https://www.dreamschool.fi/dream.js"></script>
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